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Cyber X. PykoBoacTBO agMmnHucTpaTopa :: YcTaHoBka N0 komnnekca nog OC Linux

Cyber X. PyKoBOACTBO agMUHUCTpPATOpA ::
YcTtaHoBka NO komnnekca nop OC Linux

Mopaynu KoMnnekca

MAK CyberX sBnsaeTcsi MOAY/IbHbIM, KaXKAbli MOAY/Ib KOMMJIEKCA BbIMNOJIHAET CBOK YETKO
BbIPaXXEHHYI0 (hYHKLMIO. [na 60bluero NoHMMaHMA npoLecca yCTaHOBKM KoMMiekca Heobxoammo
03HAaKOMUTBLCA C AAHHBIMU MPOrPaMMHbLIMU MOLYNSAMN,

CepBepHble MOAYIIH

CepBepHble Moy obecneynBatloT HenpepbiBHYO paboTy KoMMeKca: noay4yeHmne, GrKcaumio,
XpaHeHMe N aHann3 cobbITUN N AaHHbIX OT BUAeoKamep, KoHTpoanepoB CKY[l, oXpaHHbIX AaTYMKOB
(n3BewaTenen). CepsepHble MOLYIN HE UHTEPAKTUBHbI, NMOJIb30BaTesIb KOMMIEKCa He
B3aUMOAENCTBYET C HUMKN HaNpsAMyt0. B cocTaB cepBepHbIX MOAYIEN BXOAAT:

HasBaHue
Moayns

CokpalleHHoe
Ha3BaHue

Ponu

MoXeT ObITb B
KoMnJiekce

[naBHbIN cepBep

M(ain)

a) ObecneynBaeT NMLEH3MPOBaHNKE.

6) ObecneynBaeT aBTOPU3aALNIO U
opmMmpoBaHme nNpas Aas Nonb3oBaTesnen
KoMMnekca.

B) ObecneymBaeT pasgady
KOH(MIypaLMOHHOW MHOopMaL MK 4na
OCTajIbHbIX MOAY1IEN KOMMEKCa U
6anaHCUPOBKY Harpys3Ku.

r) ObecneynBaeT cbop 1 arperaunto Bcex
CobbITUA N CTaTYCHON UHOPMaLIUN MO BCEM
ycTponcTeam n Bcemy N0 kKomnnekca.

n) ObecneynBaeT aBTOMATU3NPOBAHHYIO
0bpaboTKy nocTynatoLwmx cobbITnin No
3aaHHbIM CLLeHapusmM.

ToNnbKo 0guNH

CepBep 3axBaTa

C(apture)

a) ObecneynBaeT nNosiy4yeHme OT MCTOYHNKOB
BMAE0/ayano-NoTOKOB 1 COOLITWI
(obHapy>xeHne ABMXEeHNA 1 T.M.).

6) NMpun HeobXxoAUMOCTN BbIMONHSAET
NepeKkoAVpoBKY B1AeO0/ayano NOTOKOB.

B) ObecneymBaeT CeTEBYIO TPAHCAALMIO
MOTOKOB ¥ COBLITUIA ANA OCTaNbHbLIX MOAYEN
KoMMJiekca nnn gns sHewHero MO

MHOXXeCcTBO

CepBep pocTyna

A(ccess)

a) BanmognencTeyeT ¢ 0bopynoBaHNEM
CKY[ n oxpaHHOWM CMrHaNn3aLuunio

6) ®opmupyeT cobbITUA Ha OCHOBaHUN
LaHHbIX, MONYYEHHbIX OT YCTPONCTB U
(pukcmpyeT nx B bA.

B) YnpasnseT paboTon caMux yCTpOUCTB
(aBTOMaTMYeCKN U/MK MO KOMaHae oT
onepaTtopa).

MHOXecTBO
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HasBaHue CokpalieHHoe Ponm MoxeT ObITb B
Mopyns Ha3BaHue KoMnJsekce
a) ObecneynBaeT COXpaHEHME BUOEOD U
ayAmMo NOTOKOB B XPaHMANLLAX.
Cepsep 3anucu |R(ecord) 6) ObecneynBaeT BblLayvy Mo 3anpocam MHO>XeCTBO
OrNaBEHUS XPaHWUNULL, COAEPXKMMOro
3anuncen.
a) ObecneynBaeT BHeLLHEE B3aMMOLENCTBME
C KomnJiekcom Yepes HTTP/HTTPS
Cepsep WEB y P ! MHo>XXecTBO, HO
y H(ttp) NHTepgenc;
NHTepgenca 06bI4HO O NH
6) ObecneynBaeT hopMupoBaHmne
nonb3oBaTesibckoro WEB nHtepgenca.

KnueHTcKue MoAayHn

KAMeHTCKMe MoAyn NpefHa3HaYeHbl AN UHTEPaKTUBHOW paboTbl NONb30BaTENEN C KOMMIEKCOM,
OO6bI4YHO UX YCTaHOBKA NPOM3BOAMTCS HEMOCPELCTBEHHO Ha paboyne MK nonb3oBaTenen nan Ha
cneumnanbHo BblaeneHHble MK (HanpruMep, Ha BblAeneHHbIn MK npy opraHn3aumnm nocta oxpaHsbl).
KNneHTCKUX Moaynein B KOMMIeKCce MOXET ObITb CKOIbKO YroAHO. K KIMEHTCKUM MOLYAM

OTHOCATCH:

Ha3sBaHue
DYHKUMUH

Monyns
ObecneynBaeT onepaTneBHoe HabnogeHne 3a 06CcTaHOBKOM Ha 0bbekTe. MoxeT

MoHuTOp oTobpaxaTb BUAEO C KaMep (B peXxume peasibHoro BpeMeHu), UHTePaKTUBHbIE
naaHbl, XypHan cobbiTuin, npoxoabl CKYJ u T.n.

ApxVB O6ecneynBaeT paboTy c BMAEO/ayamnMo apxBOM: MOUCK M MPOCMOTP BUAEO/ayano
3anncen, nx aKCnopT, poTorpacdunpoBaHme.

CyYb]

Ons DONroBPEMEHHOr0 CTPYKTYPUPOBAHHOMO XpaHeHMsa AaHHbIX MO Cyber X ncnonb3yet cuctemy
ynpasneHuns 6azamu gaHHbix FireBird. B komnnekce MoxeT 6bITb ToNbKo ogHa CYB n ogHa B/.

CucrteMHble TpeboBaHusA

CucTteMHble TpeboBaHMSA K CepBepaMm:

MapameTp 8 Kamep|16 kamep |32 kamepbl (64 KaMmepbl (128 Kamep |[256 Kamep
Pentium Core i3-7XXX|Core i5-7XXX|Core 2 npoieccopa
L Atom 1,6 nam Xeon nam Xeon i7-7XXX nnn
G46XX 11720 1230 Xeon 2620 |xeon 2620
o3y 2TB 4TB 8TBb 12TB 16 TB 32Tb
CeTb 100 M6/c|1000 M6/c 1000 M6/c  |1000 M6/c f,f‘ﬁl/goo 2x1000 M6/c
XecTknnm guck
(nocTosiHHasd 3anuck |7 Tb 14 Tb 28 Tb 56 Tb 112 Tb 224 Tb
rnybuHon B 1 mecau)
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MapameTp 8 kamep|16 kamep |32 kamepbl (64 Kamepsl (128 kaMmep 256 kamep
XecTkunm guck

(3anvce no 176 27TB 476 8 T6 16 TG 32 TG
LABVXXEHNIO TNyOUHON

B 1 mecsu)

BHUMAHMUE!!! MNapameTpbl ceTn cnpaBennvBbl NPU yCI0BMKM, YTO BeMYMHA NOTOKa He Bonee 4M6/c
C ogHOM Kamepbl. ®ann 6a3bl AaHHLIX PEKOMEHAYETCS XPaHUTb Ha TBEPAOTEIbHOM Aucke (SSD
npegHa3HavyeHHOM anga pabotbl ¢ CYB[), 0TAENbHO OT ONepaunoHHON CUCTEMbI U XPaHWJINLL
BMAeo03anmcen.

CucTtemHble TpeboBaHMsa K APM:

MapameTp|8 Kkamep|16 kamep (32 Kamepsbl (64 KaMmepbl
L Atom 1,6|Core i3-7XXX|Core i5-7XXX|Core i7-TXXX
o3y 4Th 6Tb 8Tb 16 Tb

CeTb 100 M6/c|{1000 M6/c  |1000 M6/c {1000 M6/c

BHUMAHMWE!!! Bnoeokapta APM gosxHa 6biTb ¢ nogaep>xkon OpenGL Bepcumn He Huxe 3.2 1
aKTMBHbIM OXJa)kxaeHneM. BngeokapTa 4oshkHa ObITb paccynTaHa Ha NOAKAOYEHEe HeO6X0AMMOrO
KOMIM4eCTBO MOHUTOPOB. lNpn KonnyecTse MOHUTOPOB Bonee 3-x WTYK BO3MOXHO NoTpebyeTcs
YyCTaHOBKA HECKOJIbKUX BUaeokapT. Ha APM ans BuaeokapT LOJKHbI ObITb YCTaHOBJIEHbI LpanBepsl
OT NPOVN3BOAUTENS BUAEOKAPTHI, peanunsyowme annapaTHoe yckopeHne 2D n 3D rpadumkn vyepes
OpengGL. PekomeHgyemble mogenu sngeokapT: NVIDIA G710/G730 ¢ akTMBHbIM OXJIaXXAEHMEM.

TpeboBaHUS K KOHTPOJIIO CETEBOr0 TpadMKa - T.K. B3aMMOAENCTBME MEXAY MOAYNSAMUN KOMMJIEKCa
OCYLLEeCTBNAETCA N0 CeTH, TO HeobxoanmMo obecnevynTb KOPPEKTHbIE HACTPOMKIM BpeHaMay3poB
(MeXCceTeBbIX 3KpaHOB). KOMMIEKC ncnosb3yeT cegyouue nopthi’:

Moaynb MopTol

M-cepsep 4502, 4512
H-cepsep 4580

A-cepsep 4503, 4513
C-cepsep 4500, 4509, 4510
R-cepBep 4501, 4511

CYB/[ FireBird|3050

YcTaHOBKaA

YctaHoBka N0 Cyber X Ha cepepa u MK, paboTatowme nop ynpasneHnem OC cemenctaa Linux
BbIMOJIHAETCA B PeXMMe KOMaHAHOW CTPOKK (KoHconu, CLI).

YcTaHoBka N0 Cyber X BO3MOXXHa TONbKO Ha 64-x buTHble OC. 119 yCTaHOBKM NONb30BaTENO
HeobxoOAUMbl aAMUHNCTPATUBHbIE NpUBMAErnn. YcTaHoBKa 1 3anyck MO Cyber X BO3MOXHbI €O
BKJIO4EeHHbIM SELinux”,
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AncTprbyTmBbl Linux, Ha KoTopblx ycTaHoBka M0 MNMAK Cyber X BO3MOXXHa C NOMOLLbIO YCTaHOBOYHOM O
ckpunTa’:

e Fedora 35;
e CentOS 7.3 n BhbiLle;
e P3g OC (Red OS) 7.2 v BbiLLE;

APUMEYAHMUE: CncTeMHbIN pasgen foskeH bbiTb B (hopMmaTe exts.

YcTaHOBKa BbIMNONHAETCA 3aMyckoM koMaHAbl sudo bach <nyTb o ¢anna>/cx_install_lin.sh (ckpnnT-
YCTaAHOBLUMK) B KOHCOM.

CKpWNT-yCTaHOBLLMK NMOCTABAAETCS B 31€KTPOHHOM BUAE B BUAE CCbIZIKU Ha CKa4yMBaHuWe, B BUAE
371eKTPOHHOI KOMIN NMPUKPENIEHHOI K 3NeKTPOHHOMY MUCbMY UM MOXKEeT BbITb CKaYaH Co CTPaHNLbl
NNYHOro KabuHeTa”.

lNocne 3anycka CKpUNTa B KOHCO/b BbIBOAUTCA UHTEPAKTUBHOE MEHI0 YCTaHOBKMU.

1)

OaHbl NOPThI MO YMOJ1HaHUIO, MOTYT ObITb N3MEHEHbI npu HaCTDOVIKe KOMMJIeKCa
2)

B pexxum enforced
3)

ANs Opyrux auctpubyTneos Linux Bo3MOXKHO noTpebyeTcs nepecbopka MO - npu HeobxoanMocTH

TakKoW yCTaHOBKMN - obpaTnTech K pa3paboTynky
a)

AN 0oCTyna B JINYHbIN KabuHeT HeobxoaunMa aBTopun3sauna
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